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Abstract

The idea of information security lead to the evolution of Cryptography. In other words, Cryptography is the science of keeping information secure. It involves encryption and decryption of messages. Encryption is the process of converting a plain text into cipher text and decryption is the process of getting back the original message from the encrypted text. Cryptography, in addition to providing confidentiality, also provides Authentication, Integrity and Non-repudiation. The crux of cryptography lies in the key involved and the secrecy of the keys used to encrypt or decrypt. Another important factor is the key strength, i.e. the size of the key so that it is difficult to perform a brute force on the plain and cipher text and retrieve the key. There have been various cryptographic algorithms suggested. In this project we study and analyze the Elliptic Curve cryptosystems. This system has been proven to be stronger than known algorithms like RSA/DSA.
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1 Introduction

The idea of information security lead to the evolution of Cryptography. In other words, Cryptography is the science of keeping information secure. It involves encryption and decryption of messages. Encryption is the process of converting a plain text into cipher text and decryption is the process of getting back the original message from the encrypted text. Cryptography, in addition to providing confidentiality, also provides Authentication, Integrity and Non-repudiation.

There have been many known cryptographic algorithms. The crux of any cryptographic algorithm is the “seed” or the “key” used for encrypting/decrypting the information. Many of the cryptographic algorithms are available publicly, though some organizations believe in having the algorithm a secret. The general method is in using a publicly known algorithm while maintaining the key a secret.

Based on the key, cryptosystems can be classified into two categories: Symmetric and Asymmetric. In Symmetric Key Cryptosystems, we use the same key for both Encryption as well as the corresponding decryption. i.e. if K was the key and M was the message, then, we have DK(EK(M)) = M

Asymmetric or Public key or shared key cryptosystems use two different keys. One is used for encryption while the other key is used for decryption. The two keys can be used interchangeably. One of the keys is made public (shared) while the other key is kept a secret. i.e. let k1 and k2 be public and private keys respectively. Let M be the message, then Dk2(Ek1(M)) = Dk1(Ek2(M)) = M

In general, symmetric key cryptosystems are preferred over public key systems due to the following factors:

1. Ease of computation

2. Smaller key length providing the same amount of security as compared to a larger key in Public key systems.

Hence the common method adopted is to use a public key system to securely transmit a “secret key”. Once we have securely exchanged the Key, we then use this key for encryption and decryption using a Symmetric Key algorithm.

The idea of using Elliptic curves in cryptography was introduced by Victor Miller and Neal Koblitz as an alternative to established public-key systems such as DSA and RSA. The Elliptical curve Discrete Log Problem (ECDLP) makes it difficult to break an ECC as compared to RSA and DSA where the problems of factorization or the discrete log problem can be solved in sub-exponential time. This means that significantly smaller parameters can be used in ECC than in other competitive systems such as RSA and DSA. This helps in having smaller key size hence faster computations.

In our project we study the application of elliptic curves in the field of cryptography. We study the property of finite field and elliptic curves over finite fields and also how these properties can be used for efficient and secure key exchange.

2 Individual contributions of the team members

This project has been a study project, where we have studied and learnt the various concepts of elliptic curves. All the 3 team members have been actively involved in the full length of this project and the contribution from all of us is equal. Since this project involved a lot of study, discussions and analysis we cannot quantify the percentage of work done by each member as each one was equally involved in the study of various individual aspects and the entire learning involved discussions among us where each of us explained our learning to the other.

3 Cryptosystems and Public key cryptography

The word “Cryptography” is derived from the Greek and it literally means “secret writing”. Cryptography has been around for more than a thousand years and the Roman Empire was thought to be the masters of cryptography as they used simple cipher techniques to hide the meaning of messages. Some of the earlier and popular cryptographic techniques were Caesar cipher, Substitution cipher and Transposition ciphers. Cryptography is the process of encrypting the plain text into an incomprehensible cipher text by the process of Encryption and the conversion back to plain text by process of Decryption.

Cryptographic systems are generally classified on the following basis:

1. Type of operations used to for transforming plaintext to cipher text: Most encryption algorithms are based on 2 general principles,

a. Substitution, in which each element in plain text is mapped to some other element to form the cipher text

b. Transposition, in which elements in plaintext are rearranged to form cipher text.

2. Number of keys used:  If both the sender and the receiver use a same key then such a system is referred to as Symmetric, single-key, secret-key or conventional encryption. If the sender and receiver use different keys, then such a system is called Asymmetric, Two-key, or public-key encryption.

3. Processing of Plain text: A Block cipher processes the input one block at a time, producing an output block for each input block. A Stream cipher processes the input elements continuously producing output elements on the fly.

Most of the cryptographic algorithms are either symmetric or asymmetric key algorithms.

1. Secret Key Cryptography: This type of cryptosystem uses the same key for both encryption and decryption. Some of the advantages of such a system are

· Very fast relative to public key cryptography

· Considered secure, as long as the key is strong 

Symmetric key cryptosystems have some disadvantages too. Exchange and administration of the key becomes complicated. Non-repudiation is not possible. Some of the examples of Symmetric key cryptosystems include DES, 3-DES, RC4, RC5 etc.

2. Public Key Cryptography: This type of cryptosystems uses different keys for encryption and decryption. Each user has a public key, which is known to all others, and a private key, which remains a secret. The private key and public key are mathematically linked. Encryption is performed with the public key and the decryption is performed with the private key. Public key cryptosystems are considered to be very secure and supports Non-repudiation. No exchange of keys is required thus reducing key administration to a minimum. But it is much slower than Symmetric key algorithms and the cipher text tend to be much larger than plaintext. Some of the examples of public key cryptosystems include Diffie-Hellman, RSA and Elliptic Curve Cryptography.

3.1 Brief Overview of some known algorithms

3.1.1 Diffie-Hellman (DH) public-key algorithm:

Diffie-Hellman was the first public-key algorithm ever invented, way back in 1976. It gets its security from calculating discrete logarithms in a finite field. The idea behind Diffie-Hellman algorithm is to generate a private key that can later be used for communication, and sharing it in a secure fashion. Two people, say Alice and Bob, can use this algorithm to generate a secret key and for key distribution. First Alice and Bob agree on large prime numbers n and g such that g is primitive mod n. Alice and Bob could do this over an insecure channel. Alice and Bob perform the following steps.

1. Alice chooses a random large integer x and sends Bob   a = gx mod n

2. Similarly Bob chooses a random large integer y and sends Alice: b = gy mod n

3. Alice computes k from b that Bob sent, k = bx mod n

4. Similarly Bob computes k’ = ay mod n

Both k and k’ are equal to gxy mod n. Any person listening to the conversation would only know n, g, a and b. They cannot recover x and y because of the Discrete Logarithm problem. The security lies on choosing large values of n and g. The Diffie-Hellman key exchange protocol can be easily extended to three or more people.

3.1.2 RSA

RSA is a public-key cryptosystem that gets its name from its inventors – Rivest, Shamir and Adleman and was developed in 1977.  It has since withstood years of extensive cryptanalysis.  It is used for electronic commerce and many other secure communications over the Internet. RSA is a Block cipher in which the plain text and cipher text are integers between 0 and n – 1 for some integer n. RSA gets its security from the difficulty of factoring large numbers.

3.1.2.1 Working of RSA

Select 2 random large prime numbers p and q of almost equal length. Compute their product n = pq. The Euler’s Totient function ((n) is computed, i.e. ((n) = (p – 1)(q – 1). We then choose two keys a and b such that, a.b ( 1 (mod ((n)). One of the keys say a is made public while the other key b is kept a secret. At this point, we no more require p, q and ((n). We can discard these values.

If we have a message M, encryption of M is C = Ma mod n, C is the resultant cipher text. Decryption of C is achieved by M’ = Cb mod n.

Consider M’ = Mab mod n = Mk((n) + 1 mod n
(Since a.b ( 1 (mod ((n)))

( M’ = M . Mk((n) mod n = M mod n
(It can be proved that x((n) ( 1 (mod n))

Hence we see that M = M’. Thus we have achieved efficient encryption and decryption using RSA.

3.1.2.2 Security of RSA

Three possible approaches to attacking the RSA algorithm are as follows:

· Brute Force: This involves trying out all the possible private keys.

· Mathematical attacks: There are several approaches, all equivalent in effect to factoring the product of 2 primes.

· Timing attacks: These depend on the running time of the decryption algorithm.

Choosing large p and q values can prevent such attacks.  Security of RSA thus lies in choosing the value n, which makes such attacks extremely difficult

3.1.2.3 Difference between RSA and Diffie-Hellman

DH allows two users Alice and Bob, who might have never met before, to work together and establish a secret key in order to communicate securely, even in the presence of some intruder. In RSA only the Receiver needs to perform calculations to establish what is called a secret key and a public key. The Receiver doesn’t have to necessarily know the Sender of the messages.

3.1.3 DSA

DSA was the first digital signature scheme to be accepted as legally binding by US government. The algorithm is a variant of the Schnorr and ElGamal signature scheme. It exploits small subgroups in Z*p in order to decrease the size of signatures. The algorithm makes use of Secure Hash algorithm. The algorithm uses the following parameters:

· p: a prime number  usually 512 to 1024 bit long and is a multiple of 64.

· q: a 160-bit prime factor of p-1

· g = h(p – 1)/q mod p, where h is any number less than p – 1 such that h(p – 1)/q mod p is greater than 1.

· x: a number less than q

· y = gx mod p

· Z*p = {1, 2, ……, p – 2, p – 1}

· H(): A secure hash function

The parameters p, q and g are publicly known and x is the private key and y is the public key. To sign a message m:

1. Alice generates a random number, k, less than q.

2. Alice generates

r = (gk mod p) mod q, s = ((k – 1)(H(m) + xr)) mod q

The parameters r and s are Alice’s signature, which she sends to Bob.

3. Bob verifies Alice’s signature by computing

w = (s – 1) mod q,

u1 = (H(m) * w) mod q

u2 = (rw) mod q,

v = ((
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4. If v = r then the signature is verified.

The security of the DSA lies in the discrete logarithm problem. Thus given p, q, g and y, finding x, which is y ≡ gx (mod p) would be difficult. For larger values of p, the best-known algorithm is the Pollard rho method, which takes about 
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 steps. Since q in DSA is approximately 2160, it is not vulnerable to such types of attack.

4 Mathematical Overview

4.1 Groups

A mathematical structure consisting of a set G and a binary operator ( on G is a group if,

· (a, b ( G, if c = a ( b, then c ( G (Closure)

· a ( (b ( c) = (a ( b) ( c, (a, b, c ( G (Associative)

· ( e ( G, such that (a ( G, a ( e = e ( a = a (Identity element)

· (a ( G, ( a( ( G such that, a ( a( = a( ( a = e. a( is unique for each a and is called the inverse of a.

The group is represented as (G, ((. Additionally, a group is said to be abelian if it also satisfies the commutative property, i.e., (a, b ( G, if, a ( b = b ( a.

4.2 Rings

A Ring is a set R with two binary operations + and ( (Addition and multiplication) defined on R such that the following conditions are satisfied.

· (R, +( is an Abelian group

· a ( (b ( c) = (a ( b) ( c, (a, b, c ( R (Associativity of ()

· a ( (b + c) = (a ( b) + (a ( c), (a, b, c ( R (Distributivity of ( over +)

A Ring, in which ( is commutative is called a commutative ring. Further, if the ring contains an identity element with respect to (, i.e. (e ( R and  ( a ( R, a ( e = e ( a = a, then e is called the identity element or the unity element and is represented by 1. If R contains a unity element, then R is called a Unitary Ring.

4.3 Fields and Vector Spaces

A Field F is a commutative and a unitary ring such that, F* = (a | a ( F and a ( 0( is a multiplicative group. The ring Zp is a Field, if and only if p is a prime.

If F is a field. A subset K of F that is also a field under the operations of F (with restriction to K) is called a sub field of F. In this case, F is called an extension field of K. If K (( F then K is a proper sub field of F. A field is called prime if it has no proper sub field.

If F is a field and V is an additive abelian group, then V is called the vector space over F, if an operation F x V ( V is defined such that:

· a (v + u) = av + au

· (a + b) v = av + bv

· a (bv) = (a.b) v

· 1.v = v

where, a, b ( F and u, v ( V.

The elements of F are called the scalars and the elements of V are called the vectors.

If v1, v2, …, vm ( V, and f1, f2, …, fm ( F, then the vector v’ = 
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, 1 ( i, j ( m, is a linear combination of the vectors in V. The set of all such linear combinations is called the span of V.

The vectors v1, v2, …, vm ( V are said to be linearly independent over F if there exists no scalars f1, f2, …, fm ( F such that 
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A set S = (u1, u2, …, un( are said to the basis of V iff all the elements of S are linearly independent and span V. If a vector space V over a field F has a basis of a finite number of vectors, then this number is called the dimension of V over F.

If F is an extension field of a field Fp then, F is a vector space over Fp. The dimension of F over Fp is called the degree of the extension of F over Fp.

4.4 Finite Fields

A field of a finite number of elements is denoted Fq or GF(q), where q is the number

of elements. This is also known as a Galois Field.

The order of a Finite field Fq is the number of elements in Fq. Further, there exists a finite field Fq of order q iff q is a prime power, i.e. either q is prime or q = pm, where p is prime. In the latter case, p is called the characteristic of Fq and m is called the extension degree of Fq and every element of Fq is a root of the polynomial 
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Let us consider two classes of Finite fields Fp (Prime Field, p is a prime number) and 
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(Binary finite field).

4.4.1 Prime Field Fp
The prime field Fp consists of the set of integers (0, 1, 2, ….., p – 1(, with the following arithmetic operations defined over it.

· Addition: (a, b ( Fp, (r ( Fp, where r = (a + b) mod p

· Multiplication: (a, b ( Fp, (s ( Fp, where s = (a ( b) mod p

4.4.2 Binary Finite Field F2m
The finite field 
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, called a characteristic two finite field or a binary finite field can be viewed as a vector space of m dimensions over F2, which consists of 2 elements 0 and 1. There exists m elements (0, (1, (2, …, (m-1 in 
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such that each element ( ( 
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can be uniquely represented as ( = 
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The string ((0, (1, (2, …, (m-1( is called the basis of 
[image: image11.wmf]m
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over F2. Given such a basis, every field element can be represented as a bit string (a0a1a2…am-1). Generally two kinds of basis are used to represent binary finite fields: polynomial basis and normal basis.

4.4.2.1 Polynomial basis representation of F2m
Let f(x) = xm + fm-1xm-1 + … + f2x2 + f1x + f0, where fi ( (0, 1(, 0 (  i ( m, be an irreducible polynomial of degree m over F2. f(x) is called the reduction polynomial of 
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The finite field 
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is comprised of all polynomials over F2 of degree less than m, i.e.:
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= (am-1xm-1 + am-2xm-2 + … + a2x2 + a1x + a0 : ai  ( (0, 1((.

The field element am-1xm-1 + am-2xm-2 + … + a2x2 + a1x + a0 is usually represented by the bit string (am-1am-2…a2a1a0) of length m such that
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= ((am-1am-2…a2a1a0) : ai  ( (0, 1((.

Thus, the elements of 
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can be represented by the set of all binary strings of length m. The multiplicative identity 1 is represented by the bit string (00…001) and the bit string of all zeroes represents the additive identity 0.

The following operations are defined on the elements of 
[image: image17.wmf]m
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when using f(x) as the reduction polynomial.

· Addition: If a = (am-1am-2…a2a1a0) and b = (bm-1bm-2…b2b1b0) are elements of 
[image: image18.wmf]m
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, then, c = a + b = (cm-1cm-2…c2c1c0), where ci = (ai + bi) mod 2 = ai ( bi.

· Multiplication: If a = (am-1am-2…a2a1a0) and b = (bm-1bm-2…b2b1b0) are elements of 
[image: image19.wmf]m
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, then, c = a . b = (cm-1cm-2…c2c1c0), where the polynomial


cm-1xm-1 + cm-2xm-2 + … + c2x2 + c1x + c0 is the remainder when the polynomial

(am-1xm-1 + am-2xm-2 + … + a1x + a0) (bm-1xm-1 + bm-2xm-2 + … + b1x + b0) is divided by f(x) over F2.

· Inversion: If a is a nonzero element in 
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, then the inverse of a, denoted a–1, is a unique element c ( 
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, where a.c = c.a = 1

4.4.2.2 Normal basis representation of F2m
A normal basis of 
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over F2 is a basis of the form (
[image: image23.wmf]1

m

2

2

2

2

β

  

,...,

β

 

,

β

 

β,

-

(, where ( ( 
[image: image24.wmf]m

2

F

. Any element a ( 
[image: image25.wmf]m

2

F

 can be written as a = 
[image: image26.wmf]i

i

β

1

 

 

m

0

 

 

i

å

-

=

a

, where ai ( (0, 1(.

Gaussian Normal Bases (GNB): A GNB representation of 
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 exists if there exists a positive integer T such that p = Tm + 1 is prime and gcd(Tm/k , k) = 1, where k is the multiplicative order of 2 modulo p. The GNB representation is called a “type T GNB for 
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The following operations are defined over 
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when using a type T GNB representation.

· Addition: If a = (am-1am-2…a2a1a0) and b = (bm-1bm-2…b2b1b0) are elements of 
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, then, c = a + b = (cm-1cm-2…c2c1c0), where ci = (ai + bi) mod 2 = ai ( bi.

· Squaring: Let a = (am-1am-2…a2a1a0) ( 
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. Squaring is a linear operation in 
[image: image32.wmf]m

2

F

. Hence 
[image: image33.wmf](

)

2

 

-

 

m

2

0

1

 

-

 

m

1

 

-

 

m

0

 

 

i

 

i

 

2

1

 

-

 

i

1

 

-

 

m

0

 

 

i

1

 

 

i

 

2

i

2

1

 

-

 

m

0

 

 

i

i

2

i

2

 

β

 

β

 

β

 

 

a

a

a

a

a

a

a

a

L

=

=

=

÷

÷

ø

ö

ç

ç

è

æ

=

å

å

å

=

=

+

=

. Hence squaring a field element is simply a rotation of the vector representation.

· Multiplication: Let p = Tm + 1 and let u ( Fp. Let us define a sequence F(0), F(1), …, F(p - 1) by F(2i uj mod p) = i, for 0 ( i ( m, 0 ( j ( T.

If a = (am-1am-2…a2a1a0) and b = (bm-1bm-2…b2b1b0) are elements of 
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for each i,  0 ( i ( m, where indices are reduced modulo m.

· Inversion: If a is a nonzero element in 
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, then the inverse of a, denoted a–1, is a unique element c ( 
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4.5 Elliptic Curves

Elliptic curves are not ellipses, instead, they are cubic curves of the form y3 = x3 + ax + b

Elliptic curves over R2 (R2 is the set R x R, where R = set of real numbers) is defined by the set of points (x, y) which satisfy the equation y3 = x3 + ax + b, along with a point O, which is the point at infinity and which is the additive identity element. The curve is represented as E(R).

The following figure is an elliptic curve satisfying the equation  y2 = x3 – 3x + 3

[image: image38.wmf]
Figure 1: Elliptic curve over R2: y2 = x3 – 3x + 3

4.5.1 Elliptic Curves over Finite Fields

4.5.1.1 Elliptic Curves over Fp
An elliptic curve E(Fp) over a finite field Fp is defined by the parameters a, b ( Fp (a, b satisfy the relation 4a3 + 27b2 ( 0), consists of the set of points (x, y) ( Fp, satisfying the equation y2 = x3 + ax + b. The set of points on E(Fp) also include point O, which is the point at infinity and which is the identity element under addition.

The Addition operator is defined over E(Fp) and it can be seen that E(Fp) forms an abelian group under addition.

The addition operation in E(Fp) is specified as follows.

· P + O = O + P = P, ( P ( E(Fp)

· If P = (x , y) ( E(Fp), then (x, y) + (x, – y) = O. (The point (x, – y) ( E(Fp) and is called the negative of P and is denoted –P)

· If P = (x1, y1) ( E(Fp) and Q = (x2, y2) ( E(Fp) and P ( Q, then R = P + Q = (x3, y3) ( E(Fp),  where x3 = (2 – x1 – x2, y3 = ( (x1 – x3) – y1, and ( = (y2 – y1) / (x2 – x1), i.e. the sum of 2 points can be visualized as the point of intersection E(Fp) and the straight line passing through both the points.
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Figure 2: Addition of 2 points P and Q on the curve y2 = x3 – 3x + 3

· Let P = (x, y) ( E(Fp). Then the point Q = P + P = 2P = (x1, y1) ( E(Fp),

where x1 = (2 – 2x, y1 = ( (x – x1) – y, where ( = (3x2 + a) / 2y. This operation is also called doubling of a point and can be visualized as the point of intersection of the elliptic curve and the tangent at P.


[image: image40.wmf]
Figure 3: Doubling of a point P, R = 2P on the curve y2 = x3 – 3x + 3

We can notice that addition over E(Fp) requires one inversion, two multiplications, one squaring and six additions. Similarly, doubling a point on E(Fp) requires one inversion, two multiplication, two squaring and eight additions.

Consider the set E(Fp) over addition. We can see that

· (P, Q ( E(Fp), if R = P + Q, then R ( E(Fp) (Closure)

· P + (Q + R) = (P + Q) + R, (P, Q, R ( E(Fp) (Associative)

· ( O ( E(Fp), such that (P ( E(Fp), P + O = O + P = P (Identity element)

· (P ( E(Fp), ( – P ( E(Fp) such that, P + (– P) = (– P) + P = O. (Inverse element)

· (P, Q ( E(Fp), P + Q = Q + P. (Commutative)

Thus we see that E(Fp) forms an abelian group under addition.

4.5.1.2 Elliptic curves over F2m
An elliptic curve E(
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then R = P + Q = (x3, y3) ( E(
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y3 = ( (x1 + x3) + x3 + y1, and ( = (y1 + y2) / (x1 + x2), i.e. the sum of 2 points can be visualized as the point of intersection E(
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· Let P = (x, y) ( E(
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Thus we see that E(
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4.5.2 Elliptic Curve: Some Definitions

· Scalar Multiplication: Given an integer k and a point P on the elliptic curve, the elliptic scalar multiplication kP is the result of adding Point P to itself k times.

· Order: Order of a point P on the elliptic curve is the smallest integer r such that

rP = O. Further if c and d are integers, then cP = dP iff c ( d (mod r).

· Curve Order: The number of points on the elliptic curve is called its curve order and is denoted #E.

5 Elliptical Curve Discrete Logarithm Problem

The strength of the Elliptic Curve Cryptography lies in the Elliptic Curve Discrete Log Problem (ECDLP). The statement of ECDLP is as follows.

Let E be an elliptic curve and P ( E be a point of order n. Given a point Q ( E with

Q = mP, for a certain m ( (2, 3, ……, m – 2(.

Find the m for which the above equation holds.

When E and P are properly chosen, the ECDLP is thought to be infeasible. Note that m = 0, 1 and m – 1, Q takes the values O, P and – P. One of the conditions is that the order of P i.e. n be large so that it is infeasible to check all the possibilities of m.

The difference between ECDLP and the Discrete Logarithm Problem (DLP) is that, DLP though a hard problem is known to have a sub exponential time solution, and the solution of the DLP can be computed faster than that to the ECDLP. This property of Elliptic curves makes it favorable for its use in cryptography.

6 Application of Elliptical Curves in Key Exchange

6.1 Elliptic Curve Cryptography (ECC) domain parameters

The public key cryptographic systems involves arithmetic operations on Elliptic curve over finite fields which is determined by elliptic curve domain parameters.

The ECC domain parameters over Fq is defined by the septuple as given below

D = (q, FR, a, b, G, n, h), where

· q: prime power, that is q = p or q = 2m, where p is a prime

· FR: field representation of the method used for representing field elements ( Fq
· a, b: field elements, they specify the equation of the elliptic curve  E over Fq,

y2 = x3 + ax + b

· G: A base point represented by G= (xg, yg) on E (Fq)

· n: Order of point G , that is n is the smallest positive integer such that nG = O
· h: cofactor, and is equal to the ratio #E(Fq)/n, where #E(Fq) is the curve order

The primary security in ECC is the parameter n; therefore the length of ECC key is the bit length of n. For comparative length, the security of ECC keys is much more than that of other cryptosystems. That is for equivalent security, the key length of ECC key is much lesser than other cryptosystems.

6.2 Elliptic Curve protocols

Generally in the process of encryption and decryption, we have 2 entities, the one at the encryption side and the other at the decryption side. Let us assume that Alice is the person who is encrypting and Bob is the person decrypting.

Key generation: Alice’s (or Bob’s) public and private keys are associated with a particular set of elliptic key domain parameters (q, FR, a, b, G, n, h).

Alice generates the public and private keys as follows

1. Select a random number d, d ( [1, n – 1]

2. Compare Q = dG.

3. Alice’s public key is Q and private key is d.

It should be noted that the public key generated needs to be validated to ensure that it satisfies the arithmetic requirement of elliptic curve public key. A public key Q = (xq, yq) associated with the domain parameters (q, FR, a, b, G, n, h) is validated using the following procedure

1. Check that Q 
[image: image70.wmf]¹

 O
2. Check that xq and yq are properly represented elements of Fq
3. Check if Q lies on the elliptic curve defined by a and b.

4. Check that nQ = O
6.2.1 Elliptic Curve Diffie-Helman protocol (ECDH)

ECDH is elliptic curve version of Diffie-Hellman key agreement protocol (refer section 2.1.1). The protocol for generation of the shared secret using ECC is as described below.

· Alice takes a point Q and generates a random number ka
· Alice computes the point P = ka Q and sends it to Bob (It should be noted that Q, P are public)

· Bob generates a random number kb and computes point M = kb.Q and sends it to Alice

· Alice now computes P1 = kaM and Bob computes P2 = kbP

· P1 = P2 = kb kbQ, this is used as the shared secret key

An illustration of the above steps is represented below.
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Figure 4: Illustration of Elliptic Curve Diffie-Hellman Protocol

6.2.2 Elliptic Curve Digital Signature Authentication (ECDSA)

Alice, with domain parameters D = (q, FR, a, b, G, n, h), public key Q and private key d, does the following steps to sign the message m

Step 1: Selects a Random number k ( [1, n – 1]

Step 2: Computes Point kG = (x, y) and r = x mod n, if r = 0 then goto Step 1

Step 3: Compute t = k–1  mod n

Step 4: Compute e = SHA-1(m), where SHA-1 denotes the 160 bit hash function

Step 5: Compute s = k– 1 (e + da*r) mod n, if s = 0 goto Step 1

Step 6: The signature of message m is the pair (r, s)

Step 7: Alice sends Bob the message m and her signature (r, s)

To verify Alice’s signature, Bob does the following (Note that Bob knows the domain parameters D and Alice’s public key Q)

Step 1: Verify r and s are integers in the range [1, n – 1]

Step 2: Compute e = SHA-1(m)

Step 3: Compute w = s–1 mod n

Step 4: Compute u1 = e.w and u2 = r.w

Step 5: Compute Point X = (x1, y1) = u1G + u2Q

Step 6: If X = O, then reject the signature



Else compute v = x1 mod n

Step 7: Accept Alice’s signature iff v = r

An illustration of the above steps is represented below
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Figure 5: Illustration of Elliptic Curve Digital Signature Algorithm

Proof for verification

If the message is indeed signed by Alice, then s = k–1 (e + d*r) mod n.

That is, k = s–1 (e + d.r) mod n  = s–1 e + s–1 d.r = w.e + w.d.r = (u1 + u2.d ) mod n ……[1]

Now consider u1G + u2Q = u1G + u2dG = (u1 + u2.d) G = kG  from [1]

In step 5 of the verification process, we have v = x1 mod n, where,

Point X = (x1, y1) = u1G + u2Q. Thus we see that v = r since r = x mod n and x is the x coordinate of the point kG and we have already seen that u1G + u2Q = kG

6.2.3 Elliptic Curve Authentication Encryption Scheme (ECAES)

Alice has the domain parameters D = (q, FR, a, b, G, n, h) and public key Q. Bob has the domain parameters D. Bob’s public key is QB and private key is dB. The ECAES mechanism is as follows.

Alice performs the following stepsA does the following

Step 1: Selects a random integer r in [1, n – 1]

Step 2: Computes R = rG

Step 3: Computes K = hrQB = (Kx, Ky), checks that K ( O
Step 4: Computes keys k1||k2 = KDF(Kx) where KDF is a key derivation function, which derives cryptographic keys from a shared secret

Step 5: Computes c = ENCk1(m) where m is the message to be sent and ENC a symmetric encryption algorithm

Step 6: Compute t = MACk2(c) where MAC is message authentication code

Step 7: Sends (R, c, t) to Bob

To decrypt a cipher text, Bob performs the following steps

Step 1: Perform a partial key validation on R (check if R ( O, check if the coordinates of R are properly represented elements in Fq and check if R lies on the elliptic curve defined by a and b)

Step 2: Computes KB = h.dB.R = (Kx, Ky ) , check K ( O
Step 3: Compute k1, k2 = KDF (Kx)

Step 4: Verify that t = MACk2(c)

Step 5: Computes m = 
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Figure 6: Illustration of Elliptic Curve Authentication Encryption Scheme

7 Algorithms for Elliptic Scalar Multiplication

In all the protocols that were discussed (ECDH, ECDSA, ECAES), the most time consuming part of the computations are scalar multiplications. That is the calculations of the form

Q= k P = P + P + P… k times

 Here P is a curve point, k is an integer in the range of order of P (i.e. n). P is a fixed point that generates a large, prime subgroup of E(Fq), or P is an arbitrary point in such a subgroup. Elliptic curves have some properties that allow optimization of scalar multiplications. The following sections describe some efficient algorithms for computing kP. 

7.1 Non adjacent form (NAF) 

This is a much efficient method used in the computation of kP. Here, the integer k is represented as k = 
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, where each kj ( {–1, 0, 1}. The weight of NAF representation of a number of length l is l/3. Given below is an algorithm for finding NAF of a number.

	NAF(k)

Comment: Returns u[] which contains the NAF representation of k

Begin


c ( k


l ( 0


While (c > 0)


BeginWhile



If (c is odd)



BeginIf




u[l] ( 2 – (c mod 4)




c ( c – u[l]



Else




u[l] ( 0



EndIf



c ( c/2



l ( l + 1


EndWhile


Return u

End


Algorithm 1: Computation of the NAF of a scalar

The generation of NAF for k = 7 = (111)2 is as shown below

	No of iterations
	c
	l
	u

	1
	7
	0
	-1

	2
	4
	1
	0

	3
	2
	2
	0

	4
	1
	3
	1


Figure 7: Illustration of computation of NAF(7)

Therefore, the value of 7 in NAF form is (1 0 0 –1). (Note that no two consecutive digits are non-zero)

7.2 Complexity analysis of the Elliptic Scalar Multiplication algorithms

7.2.1 Binary Method

The simplest formula for calculating kP is based on the binary representation of k, i.e.,

k = 
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 {1,0}, the value kP can be computed by

kP = 
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This method requires l doublings and wk-1 additions, where wk (the weight) is the number of 1s in the binary representation of k.

For k = 7 = (111)2, the value of kP would be

kP =  
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7.2.2 Addition-Subtraction method

Here the number k is represented in NAF form. The algorithm performs addition or subtraction depending on the sign of each digit, scanned from left to right.

The algorithm is as given below

	Addition-Subtraction ( k, P)

Comment: Return Q = kP, where Point P = (x, y) ( E(Fq)

Begin


u[] ( NAF(k)  /* The NAF form of k is stored in u */

Q ( O

For j = l – 1 DownTo 0


BeginFor



Q ( 2Q



If (uj = 1)



Then




Q ( Q + P



ElseIf (uj = –1)



Then




Q ( Q – P



EndIf


EndFor


Return Q

End


Algorithm 2: Scalar Multiplication using the Addition-Subtraction method

The algorithm performs l doublings and l/3 additions on an average.

For k = 7, the binary method would require 3 doublings and 3 additions.

In case of Addition-Subtraction method (the value of 7 in NAF form is 1 0 0 –1),  it would require 4 doublings and 2 additions.

7.2.3 Repeated doubling method

A point on the elliptic curve over F2m is represented inn the form of (x, () rather than in the form of (x, y) when using the repeated doubling method for scalar multiplication. Every point P = (x, y) ( E(F2m), where x ( 0, P can be represented as the pair (x, (), where ( = x + y/x.

The algorithm is as given below

	Repeated-doubling(P, i)

Comment: Returns Q = 2iP

Begin


( ( x + y/x


For j = 1 to i – 1


BeginFor



x2 ( (2  + ( + a



(2 ( (2  + a + b/( x4  +   b)    



x (x2



( ( (2


EndFor


x2 ( (2   + ( + a


y2 ( x2 + (( + 1)x2


Q ( (x2, y2)


Return Q

End


Algorithm 3: Scalar Multiplication using Repeated Additions

It can be seen that we save one field multiplication in each of the iterations.

8 Conclusion

In our project we perused the concept of Cryptography including the various schemes of system based on the kind of key and a few algorithms such as RSA and DSA. We studied in detail the mathematical foundations for elliptical curve based systems, basically the concepts of rings, fields, groups, Galois finite fields and elliptic curves and their properties. The various algorithms for the computation of the scalar product of a point on the elliptic curve were studied and their complexity were analyzed.

The advantage of elliptic curve over the other public key systems such as RSA, DSA etc is the key strength. The following table [3] summarizes the key strength of ECC based systems in comparison to other public key schemes.

	RSA/DSA Key length
	ECC Key Length for Equivalent Security

	1024
	160

	2048
	224

	3072
	256

	7680
	384

	15360
	512


Figure 8: Comparison of the key strengths of RSA/DSA and ECC

From the table it is very clear that elliptic curves offer a comparable amount of security offered by the other popular public key for a much smaller key strength. This property of ECC has made the scheme quite popular of late.

Over the years, there have been software implementations of ECDSA over finite fields such as 
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 and Fp (p: 160 and 192 bit prime numbers). Schroppel et. Al [13] mentions an implementation of an elliptic curve analogue of the Diffie-Hellman key exchange algorithm over 
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 with a trinomial basis representation. The elliptic curve based public key cryptography schemes has been standardized by the Institute of Electrical and Electronic Engineers (IEEE ) and the standard is available as IEEE P1363.
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Compute



k1||k2 = KDF(Kx)







Compute



K = hrQB = (Kx, Ky)







Compute R = rG







Sends (R, c, t)







Perform partial



key validation on R







Generate random integer r in [1, n – 1]
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