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Chapter I
Introduction to Cryptography.
Cryptography is a relatively new area and boasts of a limited number of achievements when compared to other well known areas in the study of Computer Science and Engineering. The reasons for this can be attributed to the fact that the study of cryptography was initially funded by government organizations to protect sensitive and classified data. Most of the initial research and the knowledge gained was therefore kept a secret. In addition to this the reason why most of these algorithms are considered good is because they make use of hard to very hard problems that are generally not solvable in linear time even with tremendous computational power thrown against it. 

There are 2 kinds of cryptographic algorithms. Restricted algorithms and Key based algorithms. Restricted algorithms are those whose security depends on keeping its operations a secret. Other than a historical interest there is not much to these kind of algorithms. There are too many people with time and resource at their disposal who could break into a system in a wide variety of ways. Another problem was that such algorithms needed a large or changing group of users. If there was any one person who revealed the operational details all the secret information of the users would be revealed and the network would collapse. 

This led to the development of a new breed of algorithms whose success was based not on the operations the algorithm performed. Modern cryptographic protocols follow a different approach to tackle the problem. They contain only one basic algorithm. Users are all given different keys that act as one of the inputs in addition to the message and some other parameters. The security of these algorithms depend on the key being used and not on how the algorithm manipulates the bits in the message or the key. The use of one basic algorithm and different keys leads to the development of a family of algorithms working the same way but on different inputs, specifically different keys. The range of all possible keys is called keyspace. The use of keys in cryptographic algorithms leads to two different families of algorithms that are the one use most widely today. Public Key Cryptosystems and Private Key Cryptosystems. These differ in several critical factors and are hence used to secure different environments. In Public Key cryptography two keys are used, one for encryption and a different key is used for decryption, whereas in Private Key Cryptography the same key is used for the encryption and decryption process. It is important to note that in these algorithms the encryption and decryption techniques are the same.

More On The Working Of Symmetric Key Algorithm

In this CS the users agree on a previously determined key. This is used throughout the communication process. The first and foremost question is how to distribute keys between users over an insecure network. This problem called the Key-Exchange problem was the bane of SKCS till Diffie and Hellman introduced their algorithm to securely distribute keys over an insecure channel without any problems. Generally SKCS are very fast when compared to AKCS. They are therefore used to sign and encrypt entire documents as opposed to the ACKS that are used only to sign or encrypt the hash of a document that is much smaller when compared to the actual document.

Mathematically speaking

Let m be a plain text message, Ek denote the encryption process using key k,  Dk denote the decryption process with the key k,  and c the cipher text. Then


c =   Ek(m)  Encrypted Message m with key k.



m = Dk(c) = Dk{Ek(m)}  Decrypt the cipher text to retrieve the  message m.

A cryptographic algorithm can operate on bits of data, that is directly from an input or output stream. Such algorithms are called Stream Ciphers. Generally such ciphers are implemented in the hardware level as it is computationally intensive and implementing such programs at the software level slows down the process considerably. The other kind of algorithms operate on blocks of data. They encrypt data one block at a time. Such algs are called Block Ciphers. Though this process is also computationally intensive they need not be implemented at the hardware level as we are not dealing with raw bits. Instead it is more at an application readable format and so can be implemented in the software level. Generally most of the algorithms use 64 bits to represent a block.

Diffie-Hellman Algorithm for Key Exchange.

This algorithm is used to overcome one of the serious drawbacks of SKCS, namely key exchange.  How can users exchange keys securely on an insecure network.  It was publiched in 1976 in a paper titled “New Directions in Cryptography”.  There are 2 basic system parameters in this protocol. Two numbers to be exact p and q. Parameter p is a prime number and q is an interger less than p and is called generator. For  each n such that 1 <= n <= p-1 there is a power k of g such that n = gk (mod p).  If there are two people A and B who wish to communicate or exchange keys, they proceed as follows.

a) A generates a random value a, and B generates a random value b.

b) A computes g^a mod p and B computes g^b mod p. Let these values be 

   a’ and b’.

c)  a’ and b’ are exchanged. Someone listening on the channel has access 

    to this information.


d) A now computes g^b’ mod p and B computes g^a’ mod p to reveal the 

               shared secret key.

The algorithm depends on the discrete log problem for its security. 

More On The Working Of Asymmetric Key Algorithm

Asymmetric or Public Key cryptosystems were mainly created as a solution to the key distribution problem mentioned above. They consist of a pair of keys, one of which is generally made public and known to everyone called the Public Key and the other is  known only to the individual users called the Private Key. Each user has a key pair that they use to encrypt and decrypt messages. How these keys look like is dependent on the technique that is used for encryption. As mentioned earlier each encryption technique uses a problem that is hard or very hard to solve in linear time for its security. RSA banks on the inability to factor large numbers,  ECC on the discrete log problem and NTRU, the topic of discussion of this paper on polynomial algebra and clustering techniques. PKCS are slow. The receivers public key(s) are stored in a public database and so must be accessed first and then encrypted and used. This causes additional problems that SKCS does not have. That is maintaining the integrity and security of the key on its way from the database to the user. There might be a user who may substitute his own keys instead of the actual public keys from the user data base and compromise the communication between the users. This attack technique called the Meet-In-The-Middle Attack is very powerful when compared to a simple brute force attack.  It can be thwarted by using some kind of digital signature mechanism so that the communicating parties are sure who are they communicating with. Also methods using factorization and other techniques are computationally intensive and hence inherently slow the system down. So they are not used to encrypt large documents and files. 

Mathematically Speaking

A message m, user A’s public key APUk, and a private key APRk, and user B’s keys BPUk and BPRk 

B would encrypt m as follows   
c = EPUk(m). message is encrypted using A’s public key.

A would decrypt the message as    



m = EPRk(c)  = EPRk{EPUk(m)} = m.  

More On The Working Of Hybrid KeyCryptosystems

This is a combination of both the Symmetric and Asymmetric key cryptosystems discussed above. The central idea is to have or maintain a session key that is valid for the duration of the current communication. Once the message has been sent these keys are discarded and never used again. Also AKCS are vulnerable to chosen plain text attacks. With a set of chosen plain text messages the attacker runs the algorithm to get the cipher text messages and uses heuristics to obtain information about the private key. Linear and Differential Cryptanalysis use advanced techniques using the plain text and cipher text to obtain the private key or part of the private key. Exposing a part of the private key would suffice to perform a brute force attack to find the remaining part of the key.

An Unbreakable Cryptosystem

There is an unbreakable cryptosystem. Literally one that can never be broken. It is called a One Time Pad. It works as its name suggests. Random bit sequences are written out on a paper and the original message is XOR’ed with the pad. The random sequence is never used again and at the receiving end the only other copy of the random bits is used to XOR the cipher text again to reveal the original message.

 PRIVATE KEY (SYMMETRIC KEY ) CRYPTOGRAPHY






Fig 1.0
PUBLIC KEY (ASYMMETRIC KEY) CRYPTOGRAPHY



Fig 1.1
Figures 1,0 and 1.1 show how public and private key cryptographic techniques work. The encryption and decryption engines accept plaintext and then use the user(s) keys to generate the cipher text, which in turn is sent over to the receiver, who runs the decryption engine to retrieve the original plaintext message. 

Chapter II

Protocol Building Blocks
Types of Protocols
There are basically three kinds of protocols. They are

a) Arbitrated Protocol.

b) Adjudicated Protocol.

c) Self-Enforcing Protocol.

Arbitrated Protocols:

There is a central entity on the network called the Arbitrator. He is trusted by everyone in the network and is involved by each and everyone in each and every transaction. All network traffic regarding encryption goes through him. He enforces each transaction and resolves disputes. The problem with such a protocol is immediately obvious. He becomes a bottleneck in the network. The Arbitrator himself gets highly complicated. If the Arbitrator is compromised the entire network is compromised. All the keys the users have are to be invalidated and new ones have to be created. Thus on a network such protocols are rarely used. 

Adjudicated Protocols:

These are similar to the Arbitrated Protocols, except that the Adjudicator is not involved in all the transactions. He is involved only when there is a dispute. This reduces the bottleneck problem. But pairs of people can cheat with the adjudicator. This again has to involve another adjudicator or some other party on the network to resolve disputes. An adjudicator is not as powerful as the arbitrator and so has limited powers when it comes to resolving disputes.

Self Enforcing Protocols:

These are the best protocols in which the protocol inherently makes sure that no policies are violated and that each and everyone in the transaction is doing exactly what they are supposed to be doing. It detects anyone trying to cheat, or anyone trying to gain more information that is necessary of or someone is trying to subvert the protocol.

Cryptographic Protocols.

Cryptography mainly aims to solve problems that fall into 3 categories. They are


a) Authentication.


b) Non Repudiation.


c) Data Integrity.

Authentication:

Authentication as the name suggests is used to authenticate a user into a system. The system may be a time shared terminal or a bank vault or any other system the user wishes to use. A simple and most prevalent way to do this is associate each user with a user id and password and ask him/her to enter their id and password when they want to access a system or resource. This may no doubt work in a simple LAN or University where secrecy is not very high on the priority list. Dictionary Attacks try to attack the password based on some personal information about the user. The idea behind this approach is that a person tries to use passwords that he/she can remember easily and so choose something that is familiar to them. So the password essentially will contain a valid word in a dictionary either in part or whole. This is an example of a very highly successful and powerful technique to break passwords. There are techniques that try to foil these attacks. The system appends certain random bits when saving the password back onto the disk or it asks the user for certain information that it uses to compute certain other value, which can be done only if the user entered the correct password etc. 

Non Repudiation:

Non Repudiation means a person must not be able to deny their involvement in a transaction when they were actually involved and vice versa. When there are two unknown parties communicating over the network it would be easy to deny the involvement due to any number of reasons. One of the best ways to thwart this is the Digital Signature. A digital signature is encryption with the Private Key rather than the public key. A particular message can be encrypted into exactly one particular cipher text message for a given private key. If there was a change in either the message or the key that encrypted the message the change will be reflected in the cipher text. But if a message is encrypted using the private key and if the public key is available globally everyone on the network can listen and decrypt the message. The solution is to use one way hash functions to hash the message and then sign it digitally and then let the receiver verify the message and compare the hash to determine that the message is indeed authentic. 

However Digital signatures are not the complete solution to the problem. There are ways people can still cheat with digital signatures. Timestamps combined with digital signatures offer a near foolproof method to prevent Non Repudiation. With technology advancing towards digital cash and other new toys these become indispensable for the success of any system.

Data Integrity:

A transaction of 100$ must remain 100$ throughout the business phase and forever. There must be no way for people to change data during the transaction. This is what maintaining message integrity means. Again the solution to these problems is that we use some Digital Signature, Random Numbers, Timestamps and One Way Hash Functions can work together to maintain data integrity.  The technique is during a transaction a person generates a random number and hashes it along with the original message to get the hash of the entire document. This is sent over to the other side. The hash may be signed or encrypted. At the receiving side the other person could verify that the document contained the specific information by hashing it again with the random number and verifying if the hash results match.  The tough part lies with the fact that there are no two messages that can hash to the same value or that it would take a person infeasible time to compute two random numbers such that they hash to the same value along with the original message. Timestamps and signature just add to verify the identity of the person at the other end.

An Introduction To Two Well Known Cryptographic Techniques.

DES (Data Encryption Standard).

DES is one of the algorithms that has been around for 20 years now and has performed well against all but well known and power cryptanalysis techniques. 

It is a block cipher algorithm. Data is encrypted in chunks of 64 bits. The key length is 56 bits. The actual length is 64 but every 8 bit is used for error correction and so are ignored. The strength is therefore 56 bits. The keyspace for DES is therefore 2^56. All security lies within the key and so the key must be secured. The same algorithm is used for encryption and decryption. A handful of the keys in the keyspace are considered weak keys and are not used. 

At the simplest level DES does nothing but permutations of bits. The bits are moved around in a systematic order. The order of movement and sequence are all published and are well known. There is an initial permutation on the message (64 bits). It is then broken into 2 parts each 32 bits long. They then go through 16 rounds of identical operations called a round. After 16 rounds, the left and right 

DES Block Diagram
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Figure 2.0. (ref. Handbook of Cryptography)
Inner Operations of DES
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                              Figure 2.1 (ref. Handbook of Cryptography)
halves are joined and there is a final inverse permutation to finish off the algorithm.  The first permutation transposes bits in a fixed order while the others manipulate the bits of the message and that of the key. There are basically 3 major transformations namely Key Transformation in which the 64 bit DES key is converted into a 56 bit key. After the conversion for each round a different 48 bit key is extracted for each of the 16 rounds. The Expansion Permutation then expands one of the half’s (the right half) making the two sides equal. Finally there are 2 other levels called S-Box and P-Box Permutations, that again move the bits systematically and perform some well known operations with the bits and the keys.

There are several chip manufacturers whose processors run dedicated to DES encryption. Some of the known manufacturers are AMD, VLSI Tech.

Security of DES

There are 4 weak keys that renders the DES protocol vulnerable. This is because these key combinations produce only 4 other keys that are used during the rounds. The security of DES comes from the strength of its keys. So these known 4 keys in turn produce only 4 sub keys.  These must be always avoided.

The known four weak keys and their resulting subkeys are 

	            Actual Key
	Sub Key 1
	Sub Key 2
	Sub Key 3
	Sub Key 4



	0000000 0000000
	0101
	0101
	0101
	0101



	0000000 FFFFFFF
	1F1F
	1F1F
	0E0E
	0E0E



	FFFFFFF 0000000
	E0E0
	E0E0


	1F1F
	1F1F

	FFFFFFF FFFFFFF
	FEFE
	FEFE


	FEFE
	FEFE




These keys are avoided and are never used. Out of the possible 72,057,594,037,927,936 keys there are just these 4 keys that must never be used. Considering the difference in magnitude, we can conclude that DES performs remarkably well.

There are several other known variants of DES like Triple DES, RDES. There are variants where the output of one complete round is fed in as the input for the next round. These help improve the security offered by the algorithm. 

Block Cipher Chaining
DES does not form a group. What that means is that if there are 3 keys K1, K2 and K3 and a message is encrypted using DES as 


c = Ek3({Ek2({Kk1(m)})}).

Then the same sequence of keys must be reused to get back the original message. If there was a key k4 such that


Ek4(m) = c = Ek3({Ek2({Kk1(m)})}).

DES would have been said closed. It is however been shown that DES is not closed. But using different keys does not guarantee that the security of the system increases overall. For n possible keys and keyspace 2^n, we may expect that double encryption first with key k1 and then with k2 will make the system keyspace increase to 2^2*n. However this is not the case. Merkle and Hellman have showed that using two keys to encrypt the message again is not effective. The system can be broken in less than 2^2*n attempts. A better idea than the one proposed above is to use 2 keys and encrypt thrice. Key 1 is used in the first and third stages. Key 2 is used in the second stage.  The process is as follows. Use K1 and encrypt the message, decrypt using K2 and then finally re encrypt  using K2. At the receiving end exactly the opposite sequence of actions will decrypt the cipher text to the original message.

RSA Algorithm 


One of the most successful and well known algorithms in the Public Key Cryptosystems area is the RSA algorithm named after its developers Rivest, Shamir and Adleman. 

The success of all AKCS is based on the fact that there are some problems that are infeasible to solve in linear or polynomial time even with tremendous computing power at our disposal. Security comes from discrete logarithm problem (used in ECC), polynomial mixing and unmixing (NTRU). RSA’s security is based on the difficulty in factoring large numbers.  There is the 1024 bit RSA that uses 1024 bits for private and public keys. RSA is relatively easy to understand and implement. 

RSA works as follows. Two large primes p and q of  length are chosen. Their product p*q is computed. Let the result be n. the encryption key is chosen such that, the key E is relatively prime to (p-1)*(q-1). The next step is to find the decryption key D such that E*D will yield 1 under modulo (p-1)*(q-1) operations.

Mathematically speaking


ED ( 1 mod(p-1)*(q-1).

The quantities made known are E and n. D is the private key. The working is also simple. The message is broken in blocks of size less than n. If we have to encrypt blocks of fixed size, they can be padded with zeros. Each encrypted message will be of the same size as the original blocks are.

Blocks are encrypted using the formula

c = m^e mod n. 
The message is decrypted as c^d mod n. How does it get the original message back is 


Initially c = m^e mod n.



   c^d mod n => (m^e)^d mod n.

· (m)^e*d mod n.

· (m)^ 1 mod n.

· m.  (all operations are under modulo n). 

Note that this algorithm does not depend on what we choose to be E and D. it would have worked just fine if we had encrypted with D and decrypted with E.

Implementation Details of RSA

As the case with DES there are several dedicated RSA chips that are available. Now for the most important part of the comparisons. RSA is about 100 times slower than DES when implemented at the hardware level. Software implementations will obviously be slower than the hardware implementations. RSA therefore can never compete with Symmetric Key Algorithms like DES as far as speed is concerned. That is the reason why RSA and other PKCS are never used to encrypt long documents. They are used to encrypt smaller documents. Generally they are used to sign the hash of the original document before sending it to the other side. RSA has withstood years of cryptanalysis and there have been no commendable proofs of attacks against RSA. 

As with other systems there can be a brute force attack trying to recover the part of or the entire private key or part of or the entire message. Both of them are totally infeasible. One of the more serious problems is that till recently there was no good deterministic time algorithm to determine if a given number is a prime or not. All the older algorithms only give a probabilistic value as to whether a number is prime or not. What would happen if the numbers were not prime. The answer is that the decryption mechanism would fail. In that case it should be east to detect that the numbers are not prime and try another pair of values. However there are few numbers called Carmichael Numbers that certain of the probabilistic algorithms fail to detect.  

Another major worry is something called Chosen CipherText Attacks. They contain more information than the other methods. So its an adaptive process trying to learn something from each cipher text message and each its corresponding plain text message.  For all these attacks to succeed against RSA we need the actual user to sign the document. That is they have to encrypt the document with their private key. From this information we can easily reverse engineer the original values used for encryption and from there the private keys. RSA must never be used to sign documents from an unknown third part. It is ok to sign the hash of the document. It does not do any one listening to the communication any good. But the document itself must not be signed. There are several enhancements to the original RSA that prevent it from signing a document from a person they have not seen before.

Chapter III

Introduction to NTRU.

NTRU is latest in the line of PKCS. It is relatively new and was conceived by Jeffrey Hoffstein, Jill Pipher and Joseph. H. Silverman. NTRU uses polynomial algebra combined with clustering principle based on elementary probability theory. The security of NTRU comes from the interaction of polynomial mixing system with the independence of reduction modulo two relatively prime numbers.
As mentioned earlier the security of a good cryptographic algorithm rests in the keys and not in the way it operates internally. NTRU fits the framework of a probabilistic cryptosystem. This means that encryption includes a random element making many encryptions possible for the same message. As mentioned encryption is based on the interaction of polynomial mixing and the decryption is based on unmixing the polynomial signals. All these operations are reduced modulo two large relatively prime numbers.

NTRU Parameters:

There are 3 global parameters for the working of NTRU. These will be denoted by the tuple (N,p,q). In addition there are four sets (a, (b, (c, (d of polynomials. We work with these polynomials in the ring R = Z[X]/(X ^N –1). All the polynomials that we use for both encryption and decryption are those with integer coefficients. Generally they are considered to be “small” polynomials meaning their coefficients are either {0,1} or {-1,0,1}.
N is the degree of the polynomial. The polynomials we use for encryption and decryption are of degree N-1.

p and q are large primes and generally q is larger than p. Though not explicitly mentioned it is assumed that g.c.d(p,q) = 1. 

An element F that belongs to the ring R is denoted as 



F = ( Fi.x^i. (the  summation extends from o to N-1).

Multiplication in the ring R is denoted by ☼
. Generally it is known that multiplication of two such terms takes time O(N*N) multiplications. However in our case we ensure that we are working with small polynomials. So the actual multiplication time is much lower. If indeed we are unable to come up with small polynomials we can use FFT (Fast Fourier Transforms) to reduce the actual multiplication time to O(N * log N). 

Multiplication Technique
 The multiplication of two polynomials F and G can be represented as the cyclic convolution product in the following manner.



F ☼ G = H, where H is given as



H =  ( FiG(k-i) +  ( FiG(N+k-i) 

(1)



H = ( FiGj.




(2)

Note that in equation (1) the first term is summed to the first k terms and the second term is summed from the k+1 term to N-1 term. When we reduce a polynomial with respect to some number, we mean to reduce its coefficients by the  modulo operation. Thus the operations mentioned above can be actually accomplished in time O(N * log N).

An Indepth Discussion of NTRU

Any cryptographic algorithm is discussed basically on five terms. They are

a) Key creation.

b) Encryption.

c) Decryption.

d) Optimizations.

e) Effectiveness against Attacks.

Comparisons to other methods of similar types are another factor. But this factor must be discussed and hence is not included in the ones mentioned above.

The remainder of this report will contain information related to the topics mentioned above.

Key Creation:

Two functions f and g are chosen from a set of functions that form a Ring under Z[x] / (x ^n –1). The polynomials f and g are both  private. The primary constraint when selecting these polynomials is that on f and g is that they must be invertible.. i.e inverses for f and g must exist. If it is determined that the inverses for any of these polynomials does not exists then they are discarded and another set is chosen.

The next step is computing the inverses of the polynomial f with respect to Fp and Fq, the inverses of f w.r.p modulo p and q arithmetic. These are pretty time consuming. They are used once in encryption and once in decryption. There is an optimization that eliminates the need to compute these inverses totally. This is discussed in the section under Optimizations. 

Since Fp and Fq are the inverses of f they satisfy the following property

Fp ☼ f = 1 (mod p).  Fq ☼ f = 1 (mod q). 

The next step is to compute the public key of the user. The public key is again another polynomial that we will call h. 

The public key h is computed as 



h = Fq ☼ g (mod q).
As the name suggests the public key is the one that is made known to public. The polynomial f is the private key. Though the polynomial Fq may also be stored. 

Encryption:

As mentioned earlier there is a random element that’s associated with every encryption in NTRU. This random element is called the blinding factor of the algorithm. The blinding factor is again a polynomial that is selected from the set (c. The actual message to be encrypted is then selected from a set of polynomials (d.
The encryption technique computes the encrypted message as follows. Let the actual message to be encrypted be m. Let b be the blinding factor. The encrypted message will be called e and is computed as 

e = p*b ☼ h + m (mod q). 
All encrypted messages are of the same form. Messages are encrypted using the same technique as mentioned above. The blinding factors are chosen at random from a set of known polynomials. 

Decryption:

There are two subsections in this discussion, namely how and why the decryption technique works and when does it not work. 

Why and How Does Decryption Work? 

The encrypted message is of the form e = p*b ☼ h + m (mod q). 
This is what each user gets. To compute the actual message the actual user must have precomputed his inverses Fp and Fq. This is just done to save time assuming that there are several such communications and it makes no sense to precompute it each time a new communication has been instantiated. 

Decryption occurs in the flowing steps.

1) The user computes a new polynomial a whose value is f ☼e (mod q). Care must be taken to select the coefficients of the polynomial a. The correct decryption depends on the range of coefficients of the polynomial a. For correct decryption the range of coefficients must never be larger than q.

2) The next step is to compute the product Fp☼a (mod p).
3) The outcome of step (1) is a polynomial of  the form f ☼ p*b ☼ h + m (mod q). 







4) Expanding the value of h we find that the product Fq ☼ f  is 1. So we left with a new polynomial that is of the form  p*b ☼ g + f ☼ m (mod q).
5) The polynomial p can be created in such a way that its coefficients are in the range –q/2 to q/2. Repeated modulo q reductions do not change the value of the expression. When such a polynomial is reduced modulo p, the first term effectively can be cancelled to leave the final result as f ☼ m (mod p).
6) This when multiplied with its inverse would yield m(mod p).
7) Note that for effective decryption there are some conditions that must be strictly met. These conditions and the necessity to enforce these conditions are mentioned in the next sections.
When Decryption Fails:

There are cases when decryption fails. One of the ways to correct this problem is to add some error correction into the message during the encryption process. However it may reduce the security level offered by the system and so is generally used in conjunction with some other technique and not by itself.  As mentioned in the above section when we compute the polynomial a we must ensure that its coefficients fall in the range –q/2 to q/2. 

So the first step if decryption fails is to try to change the coefficients to  q/2+x to –q/2+x. If after this change also the message cannot be decrypted correctly we say Gap Failure has occurred. The probability of a Gap Failure occurring however is so low that for all practical purposes it can be neg1ected.

Rules Imposed On The Messages For Successful Decryption:

Decryption can fail because of the reason mentioned above. To prevent that from happening we deduce the following conditions.

Width Of An Element:

The width of an element is defined as the difference between the highest and lowest coefficients. The width of an element F in R is given as 



| F |(   =  max {F} – min {F} (( i < N)
A centered L^2 norm on R is defined as 



| F |2  = ( ( ( (Fi – Fj)^2) 

The ratio | F |2 / (N  is the standard deviation of the coefficients of F. It can be proved that for any ( > 0, there are constants (1 and (2 such that for randomly chosen polynomials F, G in R the probability is greater than (1- () that they satisfy the relation


(1*| F |2 * | G |2  <=  | F☼G |2  <=   (2*| F |2 * | G |2 

It can be seen that the ratio of (1 and (2 would be useless if they yield extreme values for given values on N and (. However it was observed that even moderately large values of N and ( resulted in values for (1 and (2  that were not extreme.

Sample Spaces:

NTRU uses these parameters to select the level of security that must be provided for the application and the key. Security exists at two levels, one is the security of the key and another is the security of the message. 

In this section we will discuss the coefficients of the message and how they affect the encryption and decryption process. Let us assume that p is odd. Under this assumption, it will be convenient to take the coefficients of p to lie in the range –(p-1)/2 to (p-1)/2. Other sample spaces that do not fit this bill can be grouped into a separate part like (z (d1, d2). This means the polynomial F has d1 coefficients set to 1 and d2 to –1 and the rest are 0. Based on these values we can create 3 sets of polynomials that are used as follows


(a  = ((df,df-1).


(b  = ((df, df).


(c = ((d, d).

where d, df and dg are 3 integers chosen such that all sample spaces are represented.

For the message to be decrypted correctly 



| f☼m +p*b☼g |(  <= q.

The range of coefficients that this expression can have is q. If the coefficients extend beyond this limit there are chances that the message will not decrypt.

It has been shown that almost this can be guaranteed if the parameter selection is done as follows



| f☼m|( <= q/4 and |p*bf☼g|( <= q/4.

If the parameter selection is based on this rule we can guarantee that the message will almost always decrypt correctly.

Optimizations:

When discussing optimizations there are two basic factors that are to be considered. How can the algorithm be made to run faster and by doing so are we compromising some of the security features and how can its speed and encryption and decryption techniques compare to other algorithms of the same  kind.

This section deals with both these issues.

Speed Optimizations:

It can be seen that the inverses of the polynomial f need to be calculated once during the key generation and once during the decryption process. This is a time consuming process and so eliminating the need to compute the inverses would save time on two fronts. 

If the function is chosen to be of the form 



f = 1 + p * f1 

Where the polynomial f1 is in R,  computing the inverse can be totally trivial. The inverse of the a polynomial of the above form is 1. But this does not come without a price. Selecting f to be of this form may compromise security, especially under chosen ciphertext attacks. So whenever we select f to be of this form we have to make sure that the strength of the keys is not weakened.

What if P is a Polynomial:

So far we have assumed that p can be a number only. However it is never mentioned that p has to be a number. p can be a polynomial itself. p can be a polynomial as long as the ideals generated by p and q are relatively prime in the Ring R we are working with. There is also another problem when we are decrypting the message. We get the message after repeated reductions under modulo p operations. There must be some way to may this polynomial into the actual message. Letting p be a  polynomial solves these problems elegantly. The usual selection for N is 128. Selecting p to be of the form X^k +1 or X^k - 1 and N to be 128 causes problems as the elements of  X^k +1/-1, X^N –1 and 128 are not relatively prime in the Ring Z[x].  The next obvious choice for the polynomial is to be of the form X^k +/- X^j +/- 1. These polynomials satisfy the relative primality condition but the security levels offered is low. Polynomials of the form     p = X + 2 solve all these problems cleanly and elegantly as do polynomials of the form p = X –2, but are slightly less efficient. So the basic restriction that p be a number is now removed. Generally no other PKCS allows for this kind of transformation.

Comparisons to Other PKCS:

Here is a table of some of the known cryptosystems and the hard problems on which their security is based.

	System
	Hard Problem On Which The Security Is Based.



	RSA


	Factoring large numbers. Find kth roots modulo a composite number.

	NTRU


	Find a vector in a lattice of large dimension that is close to a given vector.

	El Gamel


	Discrete logarithm problem.

	GGH Lattice


	Find a vector in a lattice of large dimension that is close to a given vector.

	McEliece


	Given a k dimensional subspace of C of Vector space and given a vector not in C, find the vector in C closest to x.


Time Taken by NTRU For The Basic Operations.
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                                 figure 3.0 (ref: NTRU paper).

Comparison of The Various PKCS Techniques
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figure 3.1 (ref: NTRU paper).

Guarding NTRU Against Attacks:

As cryptographic techniques get advanced, so do the techniques to break them. No one ever relies on the Brute Force method any more. There are several specialized and advanced techniques like the Linear Cryptanalysis and Differential Cryptanalysis that try to break a system based on certain properties exhibited by the system. Certain algorithms are more susceptible to certain kinds of attacks than the others. The reason is the underlying technique they use for encryption and decryption. Generally there are three kinds of attacks that are considered very effective against any cryptographic system. They are Adaptive Cipher Text Attacks, Resend Attacks and Lattice Attacks.

In the Adaptive Cipher Text Attack or Chosen Cipher Text Attack the attacker has a set of plain texts he uses to encrypt and obtains the cipher texts for each such message. Armed with this knowledge he tries to learn the private key of the individual. He/she looks for patterns in the plain text and the cipher text and tries to change his plain text messages accordingly. This is like a slow learning process in which more information is obtained in every stage and once the attacker gets a part of the key, they can perform a brute force attack to get the remaining bits of the key. 

In the Resend Attacks, a person on the network gets some initial information flowing between two people and then resends the same information to any of the two original people claiming to be from him and asking them to sign that document. Once he gets them to sign the document he can reverse engineer the private key.  The main reason why this attack is successful is because the document is signed by a person in response to a request from another person, while the signer has no way of knowing the actual identity of the person asking that the document be signed. RSA is very vulnerable to these attacks and so there are precautionary measures taken by the algorithm never to sign a document from a person never seen before.

Lattice Attacks are a relatively new concept and are used to break systems based on finding the smallest vector closest to the given vector in a Lattice.  They fall under a category of problems called the Lattice Reduction Problems.

Guarding Against Chosen Cipher Text Attacks

The message M is basically broken into 2 parts say M1 and M2. Two random numbers are generated and the pieces are hashed to get 

H(M1||R1)ӨH(M2||R2)  and H(M1)Ө(M2||R2). The NTRU random element is computed as r = H(M||R).  The message is encrypted as usual and before the message is decrypted an All or Nothing Transformation is performed to recover M and R. he then computes the hash and compares with what he has got. If they match he goes on to decrypt the message, else it is discarded. In addition there are two other methods named Fujisaki-Okamoto Self Referential Technique and IND-CPA that can be used with NTRU to foil the reaction and adaptive cipher text attacks.

Guarding against Lattice Attacks

Lattice attacks are a new brand of the attack techniques against PKCS. NTRU has its own set of lattice constants that are used to determine the sets on which it basically operates to obtain the polynomials. These lattice constants are decided before the algorithm is implemented. For NTRU there are 3 lattice constants N, da and db. N is the order of the polynomial, da represents the number of 1’s in the polynomials of set (a, db determines the number of  1 in the set (b. We define Sd to be the set of tuples with elements in (b. S’d to be the elements in the set (a. 

An NTRU private key consists of a pair of vectors and can be normally represented as  


f = (f0,f1,f2….fN-1) that belong to S’d.


g = (g0,g1,g2….fN-1) that belong to Sd.

The NTRU lattice is a lattice of dimension 2*N. generated by the rows of the matrix formed by the public key that is cyclically rotated, q, 0’s and a balancing factor. It has been shown that for an attacker to maximize his chances of getting a vector close to the given vector he has to have the balancing factor as the ratio of the width of elements f and g.  Now with a known public key arranged cyclically, and the private keys shifted cyclically by an equal amount and a set of known lattices, all that the attacker has to do is to find a vector that is closest to the private keys f and g. 

Extensive experiments have shown that the log time needed to find target vectors grows linearly with the dimension of the vector. They can be expressed to take form 



Log(T) >= A*N + B

There are several variants of the Lattice Based Attacks named Zero Run Attacks, Forced-Zero Lattices and Dimension Reduced Lattices. Experimental evidence points out that most of these attacks do not in reality cause any real harm to the system whose security levels are set high. They may cause problems to systems whose overall message and key security levels are set at lower levels.
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